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GitLab - CVE-2023-2825

https://about.gitlab.com/releases/2023/05/23/critical-security-release-gitlab-16-0-1-released/



  

What is GitLab?

https://about.gitlab.com/



  

Let’s try to “discover” the exploit blindly
● We can use:

– Bulletin – https://about.gitlab.com/releases/2023/05/23/critical-security-
release-gitlab-16-0-1-released/

– Vulnerable container – gitlab/gitlab-ce:16.0.0-ce.0
– Vulnerable source code – 

https://gitlab.com/gitlab-org/gitlab-foss/-/tree/v16.0.0/
– Fixed source code – https://gitlab.com/gitlab-org/gitlab-foss/-/tree/v16.0.1/

● Let’s try not to use:
– Public exploits/write-ups

● https://labs.watchtowr.com/gitlab-arbitrary-file-read-gitlab-cve-2023-2825-analysis/
● https://github.com/Occamsec/CVE-2023-2825
● https://hackerone.com/reports/1994725 (not public, yet)



  

Local vulnerable environment
● Setup:

– export GITLAB_HOME=/srv/gitlab
– docker run --detach --rm \
  --hostname gitlab.example.com \
  --publish 443:443 --publish 80:80 --publish 22:22 \
  --name vuln-gitlab \
  --volume $GITLAB_HOME/config:/etc/gitlab \
  --volume $GITLAB_HOME/logs:/var/log/gitlab \
  --volume $GITLAB_HOME/data:/var/opt/gitlab \
  --shm-size 256m \
  gitlab/gitlab-ce:16.0.0-ce.0

– It might take a while before the Docker container starts to respond to queries.
– Connect to http://localhost
– Sign in with the username root and the password from the following command:

● docker exec -it vuln-gitlab grep 'Password:' 
/etc/gitlab/initial_root_password

● Tear down:
– docker stop vuln-gitlab

https://docs.gitlab.com/ee/install/docker.html#install-gitlab-using-docker-engine
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